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Notice and Disclaimer

The information in this publication was considered technically sound by the consensus of persons engaged in the development and
approval of the document at the time it was developed. Consensus does not necessarily mean that there is unanimous agreement
among every person participating in the development of this document.

NEMA standards and guideline publications, of which the document contained herein is one, are developed through a voluntary
consensus standards development process. This process brings together volunteers and/or seeks out the views of persons who have
an interest in the topic covered by this publication. While NEMA administers the process and establishes rules to promote fairness
in the development of consensus, it does not write the document and it does not independently test, evaluate, or verify the accuracy
or completeness of any information or the soundness of any judgments contained in its standards and guideline publications.

NEMA disclaims liability for any personal injury, property, or other damages of any nature whatsoever, whether special, indirect,
consequential, or compensatory, directly or indirectly resulting from the publication, use of, application, or reliance on this document.
NEMA disclaims and makes no guaranty or warranty, expressed or implied, as to the accuracy or completeness of any information
published herein, and disclaims and makes no warranty that the information in this document will fulfill any of your particular purposes
or needs. NEMA does not undertake to guarantee the performance of any individual manufacturer or seller's products or services by
virtue of this standard or guide.

In publishing and making this document available, NEMA is not undertaking to render professional or other services for or on behalf
of any person or entity, nor is NEMA undertaking to perform any duty owed by any person or entity to someone else. Anyone using
this document should rely on his or her own independent judgment or, as appropriate, seek the advice of a competent professional
in determining the exercise of reasonable care in any given circumstances. Information and other standards on the topic covered by
this publication may be available from other sources, which the user may wish to consult for additional views or information not covered
by this publication.

NEMA has no power, nor does it undertake to police or enforce compliance with the contents of this document. NEMA does not cer-
tify, test, or inspect products, designs, or installations for safety or health purposes. Any certification or other statement of compliance
with any health or safety-related information in this document shall not be attributable to NEMA and is solely the responsibility of the
certifier or maker of the statement.
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Foreword

This DICOM Standard was developed according to the procedures of the DICOM Standards Committee.
The DICOM Standard is structured as a multi-part document using the guidelines established in [ISO/IEC Directives, Part 2].

DICOM® is the registered trademark of the National Electrical Manufacturers Association for its standards publications relating to di-
gital communications of medical information, all rights reserved.

HL7® and CDA® are the registered trademarks of Health Level Seven International, all rights reserved.

SNOMED®, SNOMED Clinical Terms®, SNOMED CT® are the registered trademarks of the International Health Terminology
Standards Development Organisation (IHTSDO), all rights reserved.

LOINC® is the registered trademark of Regenstrief Institute, Inc, all rights reserved.
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1 Scope and Field of Application

This Part of the DICOM Standard specifies the DICOM Message Service Element (DIMSE). The DIMSE defines an Application Service
Element (both the service and protocol) used by peer DICOM Application Entities for the purpose of exchanging medical images and
related information.

The DIMSE provides its services by relying on the DIMSE protocol. The DIMSE protocol defines the encoding rules necessary to
construct Messages. A Message is composed of a Command Set (defined in this part of the DICOM Standard) followed by a condi-
tional Data Set (defined in PS3.5).

This Part specifies:

a set of service primitives provided by the DIMSE Application Service Element

the parameters that are passed in each service primitive

any necessary information for the semantic description of each service primitive

the procedures applicable to the service primitives

the Abstract Syntax of the DICOM composite and normalized command protocol and the associated encoding rules to be applied
procedures for the correct interpretation of protocol control information

the conformance requirements to be met by implementation of this part of the Standard

the Application Context required for DICOM Application Entities

the Association requirements of DICOM Application Entities

the Application Association Information for DICOM Application Entities

This Part is related to other parts of the DICOM Standard in that:

PS3.3, Information Object Definitions, specifies the set of Information Object Definitions to which the services defined in this part
may be applied

PS3.5, Data Structure and Encoding, addresses the encoding rules necessary to construct a conditional Data Set that is conveyed
in a Message as specified in this part

This Part defines the protocols and services required to accomplish the Service Classes described in PS3.4
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2 Normative References

The following Standards contain provisions that, through reference in this text, constitute provisions of this Standard. At the time of
publication, the editions indicated were valid. All Standards are subject to revision, and parties to agreements based on this Standard
are encouraged to investigate the possibilities of applying the most recent editions of the Standards indicated below.

[ISO/IEC Directives, Part 2] ISO/IEC. 2016/05. 7.0. Rules for the structure and drafting of International Standards. http://www.iec.ch/
members_experts/refdocs/iec/isoiecdir-2%7Bed7.0%7Den.pdf .

ISO 7498-1, Information Processing Systems - Open Systems Interconnection - Basic Reference Model
ISO/TR 8509, Information Processing Systems - Open Systems Interconnection - Service Conventions

ISO 8649, Information Processing Systems - Open Systems Interconnection - Service Definition for the Association Control Service
Element

ISO 8822, Information Processing Systems - Open Systems Interconnection - Connection-Oriented Presentation Service Definition
ISO/IEC 9595:1991, Information Technology - Open Systems Interconnection - Common Management Information Service Definition

ISO/IEC 9834-1, Information technology - Open Systems Interconnection - Procedures for the operation of OSI Registration Author-
ities: General procedures and top arcs of the ASN.1 Object Identifier tree

RFC-1510 The Kerberos Network Authentication Service (V5)

RFC-2289 A One-Time Password System

SAML Assertions and Protocols for the OASIS Security Assertion Markup Language (SAML) V2.0 OASIS Standard, 15 March 2005
RFC 6750 The OAuth 2.0 Authorization Framework: Bearer Token Usage http://tools.ietf.org/html/rfc6750

RFC 7519 JSON Web Token (JWT) http://tools.ietf.org/html/rfc7519
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3 Definitions

For the purposes of this Standard the following definitions apply.

3.1 Reference Model Definitions

This part of the Standard is based on the concepts developed in ISO 7498-1 and makes use of the following terms defined in it:
a. Application Entity

b. Application Process

c. Protocol or Layer Protocol

d. Protocol Data Unit or Layer Protocol Data Unit

e. Service or Layer Service

f.  Transfer Syntax

3.2 Service Conventions Definitions

This part of the Standard makes use of the following terms defined in ISO/TR 8509:
a. Service Provider

b. Service User

c. Confirmed Service

d. Non-confirmed Service

e. Primitive

f.  Request (Primitive)

g. Indication (Primitive)

h. Response (Primitive)

i.  Confirm (Primitive)
3.3 Presentation Service Definitions

This part of the Standard makes use of the following terms defined in ISO 8822:
a. Abstract Syntax

b. Abstract Syntax Name

c. Presentation Context

d. Presentation Data Values

3.4 ACSE Service Definitions

This part of the Standard makes use of the following terms defined in ISO 8649:
a. Association or Application Association

b. Application Context
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c. Association Control Service Element

d. Association Initiator

3.5 CMIS Service Definitions

This part of the Standard makes use of the following terms defined in ISO 9595:
a. Functional Unit

b. Kernel Functional Unit

3.6 DICOM Introduction and Overview Definitions
This part of the Standard makes use of the following terms defined in PS3.1:

a. Atftribute

b. Command

¢c. Command Stream

d. Data Stream

e. Message

3.7 DICOM Upper Layer Service Definitions
This part of the Standard makes use of the following terms defined in PS3.8:
a. Unique Identifier (UID)

b. DICOM Upper Layer

3.8 DICOM Service Class Definitions

This part of the Standard makes use of the following terms defined in PS3.4:
a. Service Class

b. Service Class User (SCU)

c. Service Class Provider (SCP)

d. Service-Object Pair (SOP) Class

e. Service-Object Pair (SOP) Instance

f. Related General SOP Class

3.9 DICOM Data Structures and Encoding Definitions

This part of the Standard makes use of the following terms defined in PS3.5:
a. Data Element

b. Data Set

3.10 DICOM Message Exchange Definitions

The following definitions are commonly used in this part of the Standard:
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DICOM message service element (DIMSE) :the particular Application Service Element defined in this Part of the DICOM Standard.

DIMSE-C services:A subset of the DIMSE services that supports operations on Composite SOP Instances related to composite In-
formation Object Definitions with peer DIMSE-service-users.

DIMSE-N services:a subset of the DIMSE services that supports operations and notifications on Normalized SOP Instances related
to Normalized Information Object Definitions with peer DIMSE-service-users.

DIMSE-service-provider:an abstraction of the totality of those entities that provide DIMSE services to peer DIMSE-service-users.
DIMSE-service-user:that part of an application entity that makes use of the DICOM Message Service Element.
Invoking DIMSE-service-user:the DIMSE-service-user that invokes a DIMSE operation or notification.

Performing DIMSE-service-user:the DIMSE-service-user that performs a DIMSE operation or notification invoked by a peer DIMSE-
service-user.
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4 Symbols and Abbreviations

The following symbols and abbreviations are used in this part of the Standard.

ACR American College of Radiology

ACSE Association Control Service Element

ASCII American Standard Code for Information Interchange
AE Application Entity

ANSI American National Standards Institute

CEN TC251 Comite Europeen de Normalisation - Technical Committee 251 - Medical Informatics

CMIS Common Management Information Service

CMISE Common Management Information Service Element
DICOM Digital Imaging and Communications in Medicine
DIMSE DICOM Message Service Element

DIMSE-C DICOM Message Service Element - Composite

DIMSE-N DICOM Message Service Element - Normalized

HL7 Health Level 7

IEEE Institute of Electrical and Electronics Engineers
ISO International Standards Organization

JIRA Japan Medical Imaging and Radiological Systems Industries Association
NEMA National Electrical Manufacturers Association
oSl Open Systems Interconnection

PDU Protocol Data Unit

PDV Protocol Data Value

SOP Service-Object Pair

TCP/IP Transmission Control Protocol/Internet Protocol
VM Value Multiplicity

VR Value Representation

uiD Unique Identifier

UL Upper Layers
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5 Conventions

The following conventions are used for the service description tables shown in this part of the Standard.
(=) The value of the parameter is equal to the value of the parameter in the column to the left.

- Not applicable. The parameter shall not be present.

The parameter is conditional. The condition(s) are defined by the text that describes the parameter.

M Mandatory usage
MF Mandatory with a fixed value
U The use of this parameter is a DIMSE-service-user option

UF  User Option with a fixed value
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6 Service Context

This section defines the DICOM Message Service Element and Protocol within the context of the DICOM Application Entity. Specifically,
this section provides a model to clarify a number of concepts for digital imaging and communications and introduces key terms used
throughout the Standard. This model has been used to partition the Application Layer of the DICOM Standard into separate parts.

6.1 DICOM and the OSI Basic Reference Model

The OSI Basic Reference Model is used to model the interconnection of medical imaging equipment. As shown in Figure 6.1-1 seven
layers of communication protocols are distinguished. DICOM uses the OSI Upper Layer Service to separate the exchange of DICOM
Messages at the Application Layer from the communication support provided by the lower layers.

This OSI Upper Layer Service boundary allows peer Application Entities to establish Associations, transfer Messages and terminate
Associations. For this boundary, DICOM has adopted the OSI Standards (Presentation Service augmented by the Association Control
Service Element). It is a simple service that isolates the DICOM Application Layer from the specific stack of protocols used in the
communication support layers.

The DICOM Upper Layer protocol augments TCP/IP. It combines the OSI upper layer protocols into a simple-to-implement single
protocol while providing the same services and functions offered by the OSI stack

The DICOM Upper Layer Service is defined in PS3.8.

Medical Imaging

Application

[ DICOM Application Message Exhange ]

BOUNDARY: DICOM Upper Layer Service

DICOM Upper Layer Protocol for TCP/IP

TCP/IP Transport Layer

Network

Figure 6.1-1. DICOM Network Protocol Architecture
6.2 The DICOM Application Layer Structure

A DICOM Application Entity and the Service Elements it includes are shown in Figure 6.2-1.
Note
Annexes of this part define certain aspects of the DICOM Application Entity.
The heart of any DICOM Application Entity is specified by the following parts of the DICOM Standard:

» PS3.3, Information Object Definitions, which provides data models and Attributes used as a basis for defining SOP Instances that
are operated upon by the services defined in this [art. Such SOP Instances are used to represent real-world occurrences of images,
studies, patients, etc.
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+ PS3.4, Service Class Specifications, which defines the set of operations that can be performed on SOP Instances. Such operations
may include the storage, retrieval of information, printing, etc.

» PS3.5, Data Structure and Encoding, which addresses the encoding of the Data Sets exchanged to accomplish the above services
+ PS3.6, Data Dictionary, which contains the registry of DICOM Data Elements used to represent Attributes of SOP Classes

The DICOM Application Entity uses the Association and Presentation data services of the OSI Upper Layer Service defined in PS3.8.
The Association Control Service Element (ACSE) augments the Presentation Layer Service with Association establishment and ter-
mination services. In the case of TCP/IP, the full equivalent of ACSE is provided by the DICOM Upper Layer Service. For the DICOM
point-to-point stack, a minimum subset of ACSE is provided by the Session/Transport/Network Service.

The DICOM Application Entity uses the services provided by the DICOM Message Service Element. The DICOM Message Service
Element specifies two sets of services.

» DIMSE-C supports operations associated with composite SOP Classes and provides effective compatibility with the previous versions
of the DICOM Standard.

» DIMSE-N supports operations associated with normalized SOP Classes and provides an extended set of object-oriented operations
and notifications. It is based on the OSI System Management Model and more specifically on the OSI Common Management In-
formation Services (CMIS) Service definition.

DICOM Application Entity

Service Classes

Association

P - Study Mgt. - Storage
Negotiation - Patient Image Mgt. - Print
- Resutls Mgt. - Query / Retrieve

Information Objects
Normalized Composite

- Patient - CT image
- Study - MR image
- Visit - CR image

DICOM
PART 7
DICOM Message Service Element
(DIMSE)
(DIMSE-C and DIMSE-N Operations and Notifications)
L
DICOM @
PART 8 & 9 Upper Layer Association

|
|
|
|
|
|
|
|
|
|
|
|
|
|
L

Services *

(see figure 6.1-1)

Upper Layer Presentation Data Service ’

* This figure expands upon figure 6.1-1 by showing that the Association
Services specified in Part 8 are formally part of the Application Entity.
Figure 6.2-1. DICOM Application Layer Structure

The DIMSE-C and DIMSE-N services are supported by a single DIMSE protocol that uses the DICOM-specific Message formatting
and encoding.

6.3 DICOM Message Structure and Command Set

Information is communicated across the DICOM network interface in a DICOM Message. A Message is composed of a Command
Set followed by a conditional Data Set (see PS3.5 for the definition of a Data Set). The Command Set is used to indicate the opera-
tions/notifications to be performed on or with the Data Set.
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A Command Set is constructed of Command Elements. Command Elements contain the encoded values for each individual field of
the Command Set per the semantics specified in the DIMSE protocol (see Section 9.2 and Section 10.2). Each Command Element
is composed of an explicit Tag, a Value Length, and a Value Field.

The overall structure of a DICOM Message is shown in Figure 6.3-1.

DICOM Message

’ \

Data Set

N
) Command Set \. (defined in DICOM Part 5)

, Command Element \

Tag Length Value

Figure 6.3-1. DICOM Message Structure

6.3.1 Command Set Structure

The Command Elements in a Command Set shall be ordered by increasing Command Element Tag number. A Command Element
Tag uniquely identifies a Command Element and shall occur at most once in a Command Set. The encoding of the Command Set
shall be Little Endian Byte Ordering as defined in PS3.5. The requirements for the existence of a Command Element in a Command
Set are defined in the DIMSE protocol.

Note
1. The use of Private Command Elements has been retired in this version of the DICOM Standard.
2. The encoding corresponds to the Implicit VR Data Element encoding defined in PS3.5.
A Command Element is composed of three fields; a Command Element Tag, a Value Length, and a Value Field.
Command Element Tag: An ordered pair of 16-bit unsigned integers representing the Group Number followed by Element Number.

Value Length: A 32-bit unsigned integer representing the explicit Length as the number of bytes (even) that make up the Value. It
does not include the length of the Command Element Tag or Value Length fields.

Value Field: An even number of bytes containing the Value(s) of the Command Element.

The command type of Value(s) stored in this field is specified by the Command Element's Value Representation (VR). The VR for a
given Command Element can be determined using the Command Dictionary in Annex E. The VR of Command Elements shall agree
with those specified in the Command Dictionary. The VR definitions are defined in PS3.5

The Value Multiplicity (VM) specifies how many Values with the VR can be placed in the Value Field. If the VM is greater than one,
multiple Values shall be delimited within the Value Field as defined in PS3.5. The VM for a given Command Element can be determined
using the Command Dictionary in Annex E.

Note

1. The Message Length-to-End (0000,0001) Command Element is retired. Implementations may choose to send it for
backward compatibility reasons. DICOM V3.0 conformant implementations must not rely on its presence for their oper-
ation.

2. The delimitation of the Message length is actually achieved by relying on the fact that the Presentation Data Value
(conveying each Message fragment) is delimited as defined by the OSI Upper Layer Service and the associated Message

- Standard -


part05.pdf#PS3.5
part05.pdf#PS3.5
part05.pdf#PS3.5
part05.pdf#PS3.5

Page 32 DICOM PS3.7 2018¢2018d - Message Exchange

Control Header (see PS3.8). This results from the fact that the DICOM V3.0 UL protocol or the OSI Presentation protocol
explicitly conveys the length of a PDV.
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7 Service Overview

The DICOM Message Service Element supports communication between peer DIMSE-service-users. A DIMSE-service-user acts in
one of two roles:

a. invoking DIMSE-service-user
b. performing DIMSE-service-user

DIMSE-service-users make use of service primitives that are provided by the DIMSE-service-provider. The DIMSE-service-provider
is an abstraction of the totality of those entities that provide DIMSE services to peer DIMSE-service-users. A service primitive shall
be one of the following types:

a. request primitive

b. indication primitive

C. response primitive

d. confirmation primitive

These primitives (which are shown in Figure 7-1) are used as follows to successfully complete a DIMSE service:
» The invoking DIMSE-service-user issues a request primitive to the DIMSE-service-provider.

» The DIMSE-service-provider receives the request primitive from the invoking DIMSE-service-user and issues an indication primitive
to the performing DIMSE-service-user.

» The performing DIMSE-service-user receives the indication primitive from the DIMSE-service-provider and performs the requested
service.

* The performing DIMSE-service-user issues a response primitive to the DIMSE-service-provider.

» The DIMSE-service-provider receives the response primitive from the performing DIMSE-service-user and issues a confirmation
primitive to the invoking DIMSE-service-user.

» The invoking DIMSE-service-user receives the confirmation primitive from the DIMSE-service-provider completing the DIMSE service.

7.1 Service Types

DIMSE provides two types of information transfer services that are used by DICOM Application Entities:
a. a notification service

b. an operation service
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Figure 7-1. DIMSE Service Primitives

Notification services enable one DICOM Application Entity to notify another about the occurrence of an event or change of state. The
definition of the notification and the consequent behavior of the Application Entities is dependent upon the Service Class and Inform-
ation Object Definitions. See PS3.3 and PS3.4.

Operation services enable one DICOM Application Entity to explicitly request an operation to be performed upon a SOP Instance
managed by another DICOM Application Entity.

7.2 DIMSE-Service-User Interaction

The DICOM Message Service Element receives notification and operation requests and their related information from the DIMSE-
service-user. Two DICOM Application Entities take the roles as peer DIMSE-service-users in order to exchange notifications and
operations.

A notification or operation is implemented as a request/response interaction carried out within the context of an established application
Association. Typically, one DIMSE-service-user requests that a particular operation be performed (or notification be processed) and
the other DIMSE-service-user attempts to perform the operation (or process the notification) and then reports the outcome of the attempt.

When engaging in the operations or notifications, the DIMSE-service-user takes on one of two roles:

a. it performs operations (on SOP Instances for which it has responsibility) that were invoked by a peer DIMSE-service-user. It may
also emit change-of-state notifications for SOP Instances to one or more peer DIMSE-service-users. These notifications may be
invoked as a result of operations initiated by other DIMSE-service-users.

b. itinvokes the performance of an operation on a peer DIMSE-service-user. It may also receive notifications from a peer DIMSE-
service-user.

These roles are depicted in Figure 7.2-1.
Note

1. Role a) (called the Agent role in ISO terminology) is used by an implementation that conforms to a DICOM Service
Class as an SCP.

2. Role b) (called the Manager role in ISO terminology) is used by an implementation that conforms to a DICOM Service
Class as an SCU.
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Figure 7.2-1. Operation and Notification Flow

7.3 Service Modes

Operations and natifications, on an Association, are used in one of the following two modes:
a. synchronous
b. asynchronous

In the synchronous mode, the invoking DIMSE-service-user, on an established Association, requires a response from the performing
DIMSE-service-user before invoking another operation or notification.

In the asynchronous mode, the invoking DIMSE-service-user, on an established Association, may continue to invoke further operations
or notifications to the performing DIMSE-service-user without awaiting a response. In the asynchronous mode, the performing DIMSE-
service-user may respond to the operations or notifications in a different order than they were received.

The mode selection (synchronous or asynchronous) is determined at Association establishment time. The synchronous mode serves
as the default mode and shall be supported by all DIMSE-service-users. The asynchronous mode is optional and the maximum
number of outstanding operations/notifications is negotiated during Association establishment. This negotiation is accomplished by
Application Association Information as defined in Annex D.

7.4 Association Services

The DICOM Message Service Element does not provide separate services for the establishment and termination of application Asso-
ciations. This section provides an overview of how an Application Entity using the DIMSE service uses the Association Services
defined in PS3.8.

During the Association establishment phase, a DIMSE-service-user shall exchange initialization information using parameters of the
A-ASSOCIATE Upper Layer Service (see Figure 7.4-1) that include:

» Application context

* Presentation and session requirements

» DIMSE-specific user information

+ Application Association Information

The A-RELEASE and A-ABORT Services defined in PS3.8 shall be used for the termination of an Association.
Note

The rules defining how the Association Services are used by a DIMSE-service-user are defined in Annex D.
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7.4.1 Association Establishment

The A-ASSOCIATE Service is invoked by a DIMSE-service-user to establish an Association with a peer DIMSE-service-user. Asso-
ciation establishment is always the first phase of DICOM Message Exchange.

The initiating DIMSE-service-user and the responding DIMSE-service-user shall include Application Association Information on the
request and response primitive respectively. The meaning of this parameter is Application Context specific. For more information on
the use of the Application Association Information, see Annex D.

7.4.2 Association Release

The A-RELEASE Service is invoked by a DIMSE-service-user to request the orderly termination of an Association between peer
DIMSE-service-users. This part of the Standard does not specify any use of the parameters of the A-RELEASE service.

DICOM Application Entity

Association
Negotiation

Service Classes

-

Information Objects

DICOM

DIMSE
PARTT Association
Information
< DIMSE ’
|
DICOM L
PART 8 &9 Upper Layer Message
Association Fragments
Services

Upper Layer Presentation Data Services ’

Figure 7.4-1. DICOM Application Entity and Association

The A-ABORT Service is invoked by a DIMSE-service-user to request the abrupt termination of the Association between peer DIMSE-
service-users. The A-ABORT invoking DIMSE-service-user shall include (within the A-ABORT user information field) the Abort Source
parameter. The Abort Source parameter indicates the initiating source of the abort. It takes one of the following symbolic values:

* DIMSE-service-provider
+ DIMSE-service-user

Reference PS3.8 for more information on the A-RELEASE and A-ABORT services.

7.5 DIMSE Services

Because the manner in which operations applied to Composite SOP Instances differ from operations and notifications applied to
Normalized SOP Instances, two groups of DIMSE services are defined:

+ DIMSE-N: those services applicable to Normalized SOP Instances

» DIMSE-C: those services applicable to Composite SOP Instances
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Table 7.5-1. DIMSE Services

Name Group Type
C-STORE DIMSE-C operation
C-GET DIMSE-C operation
C-MOVE DIMSE-C operation
C-FIND DIMSE-C operation
C-ECHO DIMSE-C operation
N-EVENT-REPORT DIMSE-N notification
N-GET DIMSE-N operation
N-SET DIMSE-N operation
N-ACTION DIMSE-N operation
N-CREATE DIMSE-N operation
N-DELETE DIMSE-N operation

Note

Use of the Dialog command, supported in previous versions of this Standard, has been retired.

7.5.1 DIMSE-C Services

The DIMSE-C services allow a DICOM Application Entity to explicitly request an operation by another DICOM Application Entity on
Composite SOP Instances. The operations allowed are intended to be effectively compatible with those provided by previous versions
of this Standard. DIMSE-C provides only operation services.

7.5.1.1 Operation Services

DIMSE-C provides the following operation services that are all confirmed services and as such a response is expected:

a.

The C-STORE service is invoked by a DIMSE-service-user to request the storage of Composite SOP Instance information by a
peer DIMSE-service-user.

The C-FIND service is invoked by a DIMSE-service-user to match a series of Attribute strings against the Attributes of the set of
SOP Instances managed by a peer DIMSE-service-user. The C-FIND service returns for each match a list of requested Attributes
and their values.

The C-GET service is invoked by a DIMSE-service-user to fetch the information for one or more Composite SOP Instances from
a peer DIMSE-service-user, based upon the Attributes supplied by the invoking DIMSE-service-user.

The C-MOVE service is invoked by a DIMSE-service-user to move the information for one or more Composite SOP Instances
from a peer DIMSE-service-user, to a third party DIMSE-service-user, based upon the Attributes supplied by the invoking DIMSE-
service-user

The C-ECHO service is invoked by a DIMSE-service-user to verify end-to-end communications with a peer DIMSE-service-user.
Note
1. The major differences between a C-GET and a C-MOVE operation are that the:

a. C-STORE sub-operations resulting from a C-GET are performed on the same Association as the C-GET. With a
C-MOVE, the resulting C-STORE sub-operations are performed on a separate Association.

b. C-MOVE operation supports C-STORE sub-operations being performed with an Application Entity that is not the
one that initiated the C-MOVE (third party move).

2. In the case where an Application Entity wishes to request that it receives one or more images for storage, it may use
either a C-GET operation or a C-MOVE to itself. It is expected that in most environments the C-MOVE is a simpler
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solution despite the fact that two Associations are required. The use of the C-GET service may not be widely implemented.
It may be implemented in special cases where a system does not support multiple Associations. It was left in this version
of the Standard for backward compatibility with previous versions of the Standard.

7.5.2 DIMSE-N Services

The DIMSE-N services provide both notification and operation services applicable to Normalized SOP Instances.

7.5.2.1 Notification Service

DIMSE-N provides a single Notification Service, the N-EVENT-REPORT. The N-EVENT-REPORT service is invoked by a DIMSE-
service-user to report an event about a SOP Instance to a peer DIMSE-service-user. This service is a confirmed service and a response
is expected.

7.5.2.2 Operation Services

DIMSE-N provides the following operation services that are all confirmed services and as such a response is expected:

a. The N-GET service is invoked by a DIMSE-service-user to request the retrieval of information from a peer DIMSE-service-user.
b. The N-SET service is invoked by a DIMSE-service-user to request the modification of information by a peer DIMSE-service-user.
c. The N-ACTION service is invoked by a DIMSE-service-user to request a peer DIMSE-service-user to perform an action.

d. The N-CREATE service is invoked by a DIMSE-service-user to request a peer DIMSE-service-user to create an instance of a
SOP Class.

e. The N-DELETE service is invoked by a DIMSE-service-user to request a peer DIMSE-service-user to delete an instance of a
SOP Class.

7.5.3 DIMSE Procedures

All DIMSE operations and notifications are confirmed services. The performing DIMSE-service-user shall report the response of each
operation or notification over the same Association on which the operation or notification was invoked.

Each DIMSE service is accomplished through the use of one or more service primitives. How the peer DIMSE-service-users utilize
and react to the service primitives are defined by the service procedures.

7.5.3.1 Sub-Operations

Some DIMSE services are atomic in that the service is performed by one operation or notification. In such a case the DIMSE service
primitives are used by peer DIMSE-service-users to invoke and perform the operation or notification.

Other DIMSE services require the use of one or more sub-operations to perform the service. In such cases DIMSE service primitives
are used by peer DIMSE-service-users to invoke and perform each sub-operation. How and when the sub-operation service primitives
are used is defined by the procedures for the DIMSE service.

7.5.3.2 Multiple Responses

Each DIMSE service requires one or more response primitives as a result of the invocation of the service. How and when the multiple
response primitives are used is defined by the procedures for the DIMSE service. Whether multiple responses are returned is condi-
tional upon the information included in the request primitive by the DIMSE-service-user.

7.5.3.3 Cancellation

Certain DIMSE services permit the cancellation of the service through the use of service primitives. This allows an invoking DIMSE-
service-user to request termination of a DIMSE service after completion of the request service primitive but prior to completion of the
confirm service primitive.
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Table 7.5-2 lists each DIMSE service and its related procedure information. The complete specifications for the service procedures

are defined in Sections 9 and 10 for DIMSE-C and DIMSE-N respectively.

Table 7.5-2. DIMSE Services and Procedures

Name

Sub-Operations

Multiple Responses

Cancel

C-STORE

C-GET

C-MOVE

M
M

C-FIND

[elNeINe

I =

C-ECHO

N-EVENT-REPORT

N-GET

N-SET

N-ACTION

N-CREATE

N-DELETE

- Standard -



Page 40 DICOM PS3.7 2018¢2018d - Message Exchange

- Standard -



DICOM PS3.7 2018¢2018d - Message Exchange Page 41

8 Protocol Overview
8.1 DIMSE Protocol

This Section provides an overview of the DIMSE protocol machine. The DIMSE protocol machine defines the procedures and the
encoding rules necessary to construct Messages used to exchange command requests and responses between peer DIMSE-service-
users (e.g., two DICOM Application Entities). The relationship between Messages and the different types of service primitives is shown
in Figure 7-1.

The DIMSE protocol machine accepts DIMSE-service-user request and response service primitives and constructs Messages defined
by the procedures defined in 9.3 and 10.3. The DIMSE protocol machine accepts Messages and passes them to the DIMSE-service-
user by the means of indication and confirmation service primitives.

Procedures define the rules for the transfer of Messages that convey command requests and responses. These rules define interpret-
ation of the various fields in the command part of the Message. They do not define what an invoking DIMSE-service-user should do
with the information (the Data Set part of the Message) it requested nor how a performing DIMSE-service-user should process the
operation.

Messages may be fragmented. The fragmentation of Messages exchanged between peer DICOM Application Entities and the P-
DATA service used to exchange these Message fragments are defined in Annex F.

Note
These Message fragments are called Application Protocol Data Units (APDUs) by the OSI construct.

The invoking DIMSE-service-user request primitive results in a Message carrying a Command Request (with an optional associated
Data Set). Each Message induces an indication primitive to the performing DIMSE-service-user.

The performing DIMSE-service-user response primitives result in a Message carrying a Command Response (with an optional asso-
ciated Data Set). Each Message induces a confirmation primitive to the invoking DIMSE-service-user.

8.2 Association Protocol

The establishment of an Association involves two DIMSE-service-users, one that is the Association-requester and one that is the
Association-acceptor. A DIMSE-service-user may initiate an Association establishment by using the A-ASSOCIATE service described
in PS3.8.

Included in the parameters of the A-ASSOCIATE service is the Application Context that specifies, among other things, the rules required
for the coordination of initialization information corresponding to different DICOM Application Entities. The Application Contexts per-
mitted for DIMSE are specified in Annex A.

8.3 Conformance

Implementers conform to the DIMSE protocol only by conformance to a SOP class as defined in PS3.2 and PS3.4. Implementers do
not conform directly to the DIMSE protocol, and are not required to include a statement about DIMSE conformance in conformance
statements except as required in PS3.4.
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9 DIMSE-C

9.1 Services
9.1.1 C-STORE Service

The C-STORE service is used by a DIMSE-service-user to store a composite SOP Instance on a peer DIMSE-service-user. It is a
confirmed service.

9.1.1.1 C-STORE Parameters

Table 9.1-1 lists the parameters of this service.

Table 9.1-1. C-STORE Parameters

DIMSE-C Parameter Name Req/Ind Rsp/Conf
Message ID M U
Message ID Being Responded To - M
Affected SOP Class UID
Affected SOP Instance UID
Priority

Move Originator Application Entity Title

Move Originator Message ID
Data Set
Status - M

S|lcic|ZEZ

9.1.1.1.1 Message ID

This parameter identifies the operation. It is used to distinguish this operation from other notifications or operations that the DIMSE-
service-provider may have in progress. No two identical values for the Message ID (0000,0110) shall be used for outstanding operations
or notifications.

Note

1. Inclusion of this parameter in the confirmation was permitted in previous versions of this Standard but this mode of use
is now retired. This parameter may be included in the confirmation but in such a case the invoking DIMSE-service-user
should not attach any semantic significance to this parameter.

2. The Message ID (0000,0110) is recommended to be unique within the scope of an Association, to support debug pro-
cedures.

9.1.1.1.2 Message ID Being Responded To

This parameter specifies the Message ID (0000,0110) of the operation request/indication to which this response/confirmation applies.

9.1.1.1.3 Affected SOP Class UID

For the request/indication, this parameter specifies the SOP Class for the storage. It may be included in the response/confirmation.
If included in the response/confirmation, this parameter shall be equal to the value in the request/indication.

9.1.1.1.4 Affected SOP Instance UID

For the request/indication, this parameter specifies the SOP Instance to be stored. It may be included in the response/confirmation.
If included in the response/confirmation, this parameter shall be equal to the value in the request/indication.
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9.1.1.1.5 Priority
This parameter specifies the priority of the C-STORE operation. It shall be one of LOW, MEDIUM, or HIGH.
9.1.1.1.6 Move Originator Application Entity Title

This parameter specifies the DICOM AE Title of the DICOM AE that invoked the C-MOVE operation from which this C-STORE sub-
operation is being performed.

9.1.1.1.7 Move Originator Message ID

This parameter specifies the Message ID (0000,0110) of the C-MOVE request/indication primitive from which this C-STORE sub-
operation is being performed.

9.1.1.1.8 Data Set
The Data Set accompanying the C-STORE primitive contains the Attributes of the Composite SOP Instance to be stored.
9.1.1.1.9 Status

This parameter contains the error or success notification for the operation. It shall be included by the performing DIMSE-service-user
in the response/confirmation. The following types of status may occur in a response/confirmation (see also Annex C):

a. Refused: Out of Resources (Status value is Service Class specific) - This indicates that the peer DIMSE-service-user was unable
to store the composite SOP Instance because it was out of resources.

b. Failed: SOP Class Not Supported (0112H) - This indicates that the peer DIMSE-service-user was unable to store the composite
SOP Instance because the SOP Class is not supported,

c. Error: Cannot Understand (Status value is Service Class specific) - This indicates that the peer DIMSE-service-user was unable
to store the composite SOP Instance because it cannot understand certain Data Elements.

d. Error: Data Set does not match SOP Class (Status value is Service Class specific) - This indicates that the peer DIMSE-service-
user was unable to store the composite SOP Instance because the Data Set does not match the SOP Class.

e. Warning (Status value is Service Class specific) - This indicates that the peer DIMSE-service-user was able to store the composite
SOP Instance, but detected a probable error.

f.  Success (0000H) - This indicates that the composite SOP Instance was successfully stored.
g. Duplicate Invocation (0210H) - Indicates that the Message ID (0000,0110) specified is allocated to another notification or operation.
h. Invalid Object Instance (0117H) - Indicates that the SOP Instance UID specified implied a violation of the UID construction rules.

i.  Mistyped Argument (0212H) - Indicates that one of the parameters supplied has not been agreed for use on the Association
between the DIMSE-service-users.

j. Unrecognized Operation (0211H) - Indicates that the operation is not one of those agreed between the DIMSE-service-users.

k. Refused: Not Authorized (0124H) - Indicates that the peer DIMSE-service-user was not authorized to store the composite SOP
Instance.

9.1.1.2 C-STORE Service Procedures

The following C-STORE procedures apply:

a. The invoking DIMSE-service-user requests that the performing DIMSE-service-user store a composite SOP Instance by issuing
a C-STORE request primitive to the DIMSE-service-provider.

b. The DIMSE-service-provider issues a C-STORE indication primitive to the performing DIMSE-service-user.
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c. The performing DIMSE-service-user reports acceptance or rejection of the C-STORE request primitive by issuing a C-STORE

response primitive to the DIMSE-service-provider,

d. The DIMSE-service-provider issues a C-STORE confirmation primitive to the invoking DIMSE-service-user, completing the C-

STORE operation.

The performing DIMSE-service-user may return a C-STORE response primitive with the status of Failed or Refused before the entire
C-STORE indication (Data Set) has been completely transmitted by the invoking DIMSE-service-user. A C-STORE response primitive
with the status of Success or Warning shall not be returned until the entire C-STORE indication has been received by the performing

DIMSE-service-user.

Note

Such an occurrence of a "Failed" response is often called an early failed response.

9.1.2 C-FIND Service

The C-FIND service is used by a DIMSE-service-user to match a set of Attributes against the Attributes of a set of composite SOP

Instances maintained by a peer DIMSE-service-user. It is a confirmed service.

9.1.2.1 C-FIND Parameters

See Table 9.1-2.

Table 9.1-2. C-FIND Parameters

DIMSE-C Parameter Name Req/Ind Rsp/Conf CnclReq/Cnclind
Message ID M U -
Message ID Being Responded To - M M
Affected SOP Class UID M U(=) -
Priority M - -
Identifier M C -
Status - M -

9.1.2.1.1 Message ID

This parameter identifies the operation. It is used to distinguish this operation from other notifications or operations that the DIMSE-
service-provider may have in progress. No two identical values for the Message ID (0000,0110) shall be used for outstanding operations

or notifications.

Note

1. Inclusion of this parameter in the confirmation was permitted in previous versions of this Standard but this mode of use
is now retired. This parameter may be included in the confirmation but in such a case the invoking DIMSE-service-user
should not attach any semantic significance to this parameter.

2. The Message ID (0000,0110) is recommended to be unique within the scope of an Association, to support debug pro-

cedures.

9.1.2.1.2 Message ID Being Responded To

This parameter specifies the Message ID (0000,0110) of the request/indication to which this response/confirmation applies.

9.1.2.1.3 Affected SOP Class UID

For the request/indication, this parameter specifies the SOP Class of the Information Model for the query. It may be included in the
response/confirmation. If included in the response/confirmation, this parameter shall be equal to the value in the request/indication.
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9.1.2.1.4 Priority
This parameter specifies the priority of the C-FIND operation. It shall be one of LOW, MEDIUM, or HIGH.
9.1.2.1.5 Identifier

In the request/indication, this is a list of Attributes to be matched against the values of the Attributes in the instances of the composite
objects known to the performing DIMSE-service-user.

In the response/confirmation, this is the same list of Attributes with values of these Attributes in a particular composite SOP Instance
that matched. It shall be sent only when that Status (0000,0900) is equal to Pending (not permitted for other statuses).

The list of Attributes and the rules for construction are specified in PS3.4.

| 9.1.2.1.6 tdentifierStatus

a-race dieatia a-liet-af-A ac-to-bea afthe-A a a aneee-ofthe-compee a

objectsknown-to-thelndicates the status of the response. It may have any of the following values (see also Annex C-performing
BHMSE-service-user:):

a. Success (0000H) - This indicates that processing of the matches is complete. It shall not contain a matching Identifier.

b. Pending (Status value is Service Class specific) - This indicates that processing of the matches is initiated or continuing. It shall
contain a matching Identifier.

c. Refused: Out of Resources (Status value is Service Class specific) - Indicates that processing of the C-FIND has been terminated
because it was out of resources. This may be the initial response to the C-FIND, or may be sent after a number of pending C-
FIND responses. This response shall not contain a matching Identifier.

d. Refused: SOP Class Not Supported (0122H) - Indicates that processing of the C-FIND has been terminated because the SOP
Class was not supported. This response shall not contain a matching Identifier.

e. Cancel (FEOOH) - Indicates that the processing of the C-FIND has been terminated due to a C-FIND Cancel indication primitive.
The response shall not contain an Identifier.

f.  Failed (Status value is Service Class specific) - Indicates that the C-FIND operation failed at the performing DIMSE-service-user.
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9.1.2.2 C-FIND Service Procedures

The following C-FIND service procedures apply to the invoking DIMSE-service user:

a.

The invoking DIMSE-service-user requests a performing DIMSE-service-user to match an Identifier against the Attributes of all
SOP Instances known to the performing DIMSE-service-user by issuing a C-FIND request primitive to the DIMSE-service-provider.
If the request is rejected by the DIMSE-service-provider, the following procedures do not apply.

At any time before receiving a C-FIND confirmation primitive with a status unequal to Pending, the invoking DIMSE-service-user
may request the performing DIMSE-service-user to cancel the service by issuing a C-FIND cancel request primitive to the DIMSE-
service-provider.

The invoking DIMSE-service-user receives a C-FIND confirmation primitive for each unique match of the Identifier to a set of
composite SOP Instance Attributes.

The invoking DIMSE-service-user receives a final C-FIND confirmation primitive.
Note

In the above procedures, (c) may precede (b).

The following C-FIND service procedures apply to the performing DIMSE-service-user:

a.

When the performing DIMSE-service-user receives a C-FIND indication from the DIMSE-service-provider, it matches the Identi-
fier against the Attributes of known composite SOP Instances.

At any time following the C-FIND indication, the performing DIMSE-service-user may receive a C-FIND cancel indication.

If the C-FIND cancel indication is received before the processing of the C-FIND indication has completed, then the C-FIND oper-
ation is aborted; otherwise the following procedure does not apply.

The performing DIMSE-service-user issues a C-FIND response with a status of Canceled to the DIMSE-service-provider to indicate
that the C-FIND has been canceled. The following procedures do not apply.

For each match, the performing DIMSE-service-user issues a C-FIND response with the status set to Pending and a matching
Identifier.

When the C-FIND operation completes (either in success or in failure), the performing DIMSE-service-user issues a C-FIND re-
sponse with the status set to either Refused, Failed, or Success to the DIMSE-service-provider.

The following C-FIND service procedures apply to the DIMSE-service-provider:

a.

When the DIMSE-service-provider receives a C-FIND request primitive from the invoking DIMSE-service-user, it issues a C-FIND
indication primitive to the performing DIMSE-service-user.

When the DIMSE-service-provider receives a C-FIND cancel request primitive from the invoking DIMSE-service-user, it issues
a C-FIND cancel indication to the performing DIMSE-service-user.

When the DIMSE-service-provider receives a C-FIND response primitive from the performing DIMSE-service-user, it issues a
C-FIND confirmation primitive to the invoking DIMSE-service-user.

The performing DIMSE-service-user may return a C-FIND response primitive with the status of Failed or Refused before the entire
C-FIND indication (Data Set) has been completely transmitted by the invoking DIMSE-service-user. A C-FIND response primitive with
the status of Success or Warning shall not be returned until the entire C-FIND indication has been received by the performing DIMSE-
service-user.

Note

Such an occurrence of a "Failed" response is often called an early failed response.
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9.1.3 C-GET Service
The C-GET service is used by a DIMSE-service-user to match a set of Attributes against the Attributes of a set of composite SOP

Instances maintained by a peer DIMSE-service-user, and retrieve all composite SOP Instances that match. It triggers one or more
C-STORE sub-operations on the same Association. It is a confirmed service.

9.1.3.1 C-GET Parameters

See Table 9.1-3.

Table 9.1-3. C-GET Parameters

DIMSE-C Parameter Name Req/Ind Rsp/Conf CnclReq/Cnclind
Message ID M U -
Message ID Being Responded To - M M
Affected SOP Class UID M U(=) -
Priority M - -
Identifier M U -
Status - M -
Number of Remaining Sub-operations - C -
Number of Completed Sub-operations - C -
Number of Failed Sub-operations - C -
Number of Warning Sub-operations - C -

9.1.3.1.1 Message ID

This parameter identifies the operation. It is used to distinguish this operation from other notifications or operations that the DIMSE-
service-provider may have in progress. No two identical values for the Message ID (0000,0110) shall be used for outstanding operations
or notifications.

Note

1. Inclusion of this parameter in the confirmation was permitted in previous versions of this Standard but this mode of use
is now retired. This parameter may be included in the confirmation but in such a case the invoking DIMSE-service-user
should not attach any semantic significance to this parameter.

2. The Message ID (0000,0110) is recommended to be unique within the scope of an Association, to support debug pro-
cedures.

9.1.3.1.2 Message ID Being Responded To
This parameter specifies the Message ID (0000,0110) of the request/indication to which this response/confirmation applies.

9.1.3.1.3 Affected SOP Class UID

For the request/indication, this parameter specifies the SOP Class of the Information Model for the retrieve. It may be included in the
response/confirmation. If included in the response/confirmation, this parameter shall be equal to the value in the request/indication.

9.1.3.1.4 Priority

This parameter specifies the priority of the C-GET operation. It shall be one of LOW, MEDIUM or HIGH. This priority shall also be the
priority used for all sub-operations.

- Standard -



DICOM PS3.7 2018¢2018d - Message Exchange Page 49

9.1.3.1.5 Identifier

In the request/indication, this is a list of Attributes to be matched against the values of the Attributes of known composite SOP Instances
of the performing DIMSE-service-user. The list of Attributes allowed and the rules for the construction are specified in PS3.4.

Note

The Identifier is specified as U in the Response/Confirmation, but Services defined in PS3.4 that use this primitive may impose
mandatory or conditional requirements on its presence.

In the response/confirmation, this is a list of Attributes that provide status information about the C-GET operation. The list of Attributes
allowed and the rules that define the usage of the Identifier are specified in PS3.4.

9.1.3.1.6 Status

Indicates the status of the response. It may have any of the following values (see also Annex C):
a. Success (0000H) - This indicates that processing of the matches and all sub-operations are complete.

b. Pending (Status value is Service Class specific) - This indicates that processing of the matches and sub-operations is initiated
or continuing.

c. Refused: Out of Resources (Status value is Service Class specific) - Indicates that processing of the C-GET has been terminated
because it was out of resources. This may be the initial response to the C-GET or may be sent after a number of Pending statuses.

d. Refused: SOP Class Not Supported (0122H) - Indicates that processing of the C-GET has been terminated because the SOP
Class was not supported.

e. Cancel (FEOOH) - Indicates that processing of the C-GET has been terminated due to a C-GET Cancel indication primitive.
f.  Failed (Status value is Service Class specific) - Indicates that the C-GET operation failed at the performing DIMSE-service-user.
g. Duplicate Invocation (0210H) - Indicates that the Message ID (0000,0110) specified is allocated to another notification or operation.

h. Mistyped Argument (0212H) - Indicates that one of the parameters supplied has not been agreed for use on the Association
between the DIMSE-service-users.

i.  Unrecognized Operation (0211H) - Indicates that the operation is not one of those agreed between the DIMSE-service-users.
j. Refused: Not Authorized (0124H) - Indicates that the peer DIMSE-service-user was not authorized to invoke the C-FIND operation.

k. Warning (Status value is Service Class specific) - This indicates that the peer DIMSE-service-user was able to perform sub-op-
erations but detected a probable error with one or more of them.

9.1.3.1.7 Number of Remaining Sub-Operations

This specifies the number of remaining C-STORE sub-operations to be invoked by this C-GET operation. It may be included in any
response/confirmation and shall be included if the status is equal to Pending.

9.1.3.1.8 Number of Completed Sub-Operations

This specifies the number of C-STORE sub-operations invoked by this C-GET operation that have completed successfully. It may be
included in any response/confirmation and shall be included if the status is equal to Pending.

9.1.3.1.9 Number of Failed Sub-Operations

This specifies the number of C-STORE sub-operations invoked by this C-GET operation that have failed. It may be included in any
response/confirmation and shall be included if the status is equal to Pending.
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9.1.3.1.10 Number of Warning Sub-Operations

This specifies the number of C-STORE sub-operation invoked by this C-GET operation that generated Warning responses. It may
be included in any response/confirmation and shall be included if the status is equal to Pending.

9.1.3.2 C-GET Service Procedures

The following C-GET service procedures apply to the invoking DIMSE-service user:

a.

The invoking DIMSE-service-user requests a performing DIMSE-service-user to match an Identifier against the Attributes of all
SOP Instances known to the performing DIMSE-service-user and generate a C-STORE sub-operation for each match. This request
is made by issuing a C-GET request primitive to the DIMSE-service-provider. If the request is rejected by the DIMSE-service-
provider, the following procedures do not apply.

At any time before receiving a C-GET confirmation primitive with status unequal to Pending, the invoking DIMSE-service-user
may request the performing DIMSE-service-user to cancel the service by issuing a C-GET cancel request primitive to the DIMSE-
service-provider.

The invoking DIMSE-service-user may receive C-GET confirmation primitives with status of Pending during the processing of
the C-GET operation.

The invoking DIMSE-service-user receives a final C-GET confirmation primitive.
Note

In the above procedures, (c) may precede (b).

The following C-GET service procedures apply to the performing DIMSE-service-user:

a.

When the performing DIMSE-service-user receives a C-GET indication from the DIMSE-service-provider it matches the Identifier
against the Attributes of known composite SOP Instances and generates a C-STORE sub-operation for each match.

At any time following the C-GET indication, the performing DIMSE-service-user may receive a C-GET cancel indication.

If the C-GET cancel indication is received before the processing of the C-GET indication has completed, then the C-GET operation
is terminated; otherwise the following procedure does not apply.

The performing DIMSE-service-user issues a C-GET response with a status of Canceled to the DIMSE-service-provider to indicate
that the C-GET has been canceled. The following procedures do not apply.

For each match, the performing DIMSE-service-user initiates a C-STORE sub-operation on the same Association as the C-GET.
In this sub-operation, the C-GET performing DIMSE-service-user becomes the C-STORE invoking DIMSE-service-user. The C-
STORE performing DIMSE-service-user is the C-GET invoking DIMSE-service-user.

During the processing of the C-GET operation, the performing DIMSE-service-user may issue C-GET response primitives with
a status of Pending.

When the C-GET operation completes (either in success or in failure), the performing DIMSE-service-user issues a C-GET response
with the status set to either refused, failed or success to the DIMSE-service-provider.

The following C-GET service procedures apply to the DIMSE-service-provider:

a.

When the DIMSE-service-provider receives a C-GET request primitive from the invoking DIMSE-service-user, it issues a C-GET
indication primitive to the performing DIMSE-service-user.

When the DIMSE-service-provider receives a C-GET cancel request primitive from the invoking DIMSE-service-user, it issues a
C-GET cancel indication to the performing DIMSE-service-user.

When the DIMSE-service-provider receives a C-GET response primitive from the performing DIMSE-service-user, it issues a C-
GET confirmation primitive to the invoking DIMSE-service-user.

The performing DIMSE-service-user may return a C-GET response primitive with the status of Failed or Refused before the entire C-
GET indication (Data Set) has been completely transmitted by the invoking DIMSE-service-user. A C-GET response primitive with
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the status of Success or Warning shall not be returned until the entire C-GET indication has been received by the performing DIMSE-
service-user.

Note
Such an occurrence of a "Failed" response is often called an early failed response.
9.1.4 C-MOVE Service
The C-MOVE service is used by a DIMSE-service-user to match a set of Attributes against the Attributes of a set of composite SOP

Instances maintained by a peer DIMSE-service-user, and retrieve all composite SOP Instances that match. It triggers one or more
C-STORE sub-operations on a separate Association. It is a confirmed service.

9.1.4.1 C-MOVE Parameters

See Table 9.1-4.

Table 9.1-4. C-MOVE Parameters

DIMSE-C Parameter Name Req/Ind Rsp/Conf CnclReq/Cnclind
Message ID M U -
Message ID Being Responded To - M M
Affected SOP Class UID
Priority

Move Destination

Identifier
Status -

Number of Remaining Sub-operations -

Number of Failed Sub-operations -

u
M
C
Number of Completed Sub-operations - C -
C
C

Number of Warning Sub-operations -

9.1.4.1.1 Message ID

This parameter identifies the operation. It is used to distinguish this operation from other notifications or operations that the DIMSE-
service-provider may have in progress. No two identical values for the Message ID (0000,0110) shall be used for outstanding operations
or notifications.

Note

1. Inclusion of this parameter in the confirmation was permitted in previous versions of this Standard but this mode of use
is now retired. This parameter may be included in the confirmation but in such a case the invoking DIMSE-service-user
should not attach any semantic significance to this parameter.

2. The Message ID (0000,0110) is recommended to be unique within the scope of an Association, to support debug pro-
cedures.

9.1.4.1.2 Message ID Being Responded To
This parameter specifies the Message ID (0000,0110) of the request/indication to which this response/confirmation applies.
9.1.4.1.3 Affected SOP Class UID

For the request/indication, this parameter specifies the SOP Class of the Information Model for the retrieve. It may be included in the
response/confirmation. If included in the response/confirmation, this parameter shall be equal to the value in the request/indication.
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9.1.4.1.4 Priority

This parameter specifies the priority of the C-MOVE operation. It shall be one of LOW, MEDIUM or HIGH . This priority shall also be
the priority used for all sub-operations.

9.1.4.1.5 Move Destination
This parameter specifies the DICOM AE Title of the destination DICOM AE to which the C-STORE sub-operations are being performed.
9.1.4.1.6 Identifier

In the request/indication, this is a list of Attributes to be matched against the values of the Attributes of known composite SOP Instances
of the performing DIMSE-service-user. The list of Attributes allowed and the rules for the construction are in PS3.4.

Note

The Identifier is specified as U in the Response/Confirmation, but Services defined in PS3.4 that use this primitive may impose
mandatory or conditional requirements on its presence.

In the response/confirmation, this is a list of Attributes that provide status information about the C-MOVE operation. The list of Attributes
allowed and the rules that define the usage of the Identifier are specified in PS3.4.

9.1.4.1.7 Status

Indicates the status of the response. It may have any of the following values (see also Annex C):
a. Success (0000H) - This indicates that processing of the matches and all sub-operations are complete.

b. Pending (Status value is Service Class specific) - This indicates that procession of the matches and sub-operations is initiated
or continuing.

c. Refused: Out of Resources (Status value is Service Class specific) - Indicates that processing of the C-MOVE has been terminated
because it was out of resources. This may be the initial response to the C-MOVE or may be sent after a number of Pending
statuses.

d. Refused: SOP Class Not Supported (0122H) - Indicates that processing of the C-MOVE has been terminated because the SOP
Class was not supported.

e. Refused: Move Destination Unknown (Status value is Service Class specific) - Indicates that processing of the C-MOVE has
been terminated because the Move destination was unknown.

f.  Cancel (FEOOH) - Indicates that processing of the C-MOVE has been terminated due to a C-MOVE Cancel indication primitive.

g. Failed (Status value is Service Class specific) - Indicates that the C-MOVE operation failed at the performing DIMSE-service-
user.

h. Duplicate Invocation (0210H) - Indicates that the Message ID (0000,0110) specified is allocated to another notification or operation.

i.  Mistyped Argument (0212H) - Indicates that one of the parameters supplied has not been agreed for use on the Association
between the DIMSE-service-users.

j. Unrecognized Operation (0211H) - Indicates that the operation is not one of those agreed between the DIMSE-service-users.

k. Refused: Not Authorized (0124H) - Indicates that the peer DIMSE-service-user was not authorized to invoke the C-MOVE oper-
ation.

I. Warning (Status value is Service Class specific) - This indicates that the peer DIMSE-service-user was able to perform sub-op-
erations but detected a probable error with one or more of them.

9.1.4.1.8 Number of Remaining Sub-Operations

This specifies the number of remaining C-STORE sub-operations to be invoked by this C-MOVE operation. It may be included in any
response/confirmation and shall be included if the status is equal to Pending.
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9.1.4.1.9 Number of Completed Sub-Operations

This specifies the number of C-STORE sub-operations invoked by this C-MOVE operation that have completed successfully. It may
be included in any response/confirmation and shall be included if the status is equal to Pending.

9.1.4.1.10 Number of Failed Sub-Operations

This specifies the number of C-STORE sub-operations invoked by this C-MOVE operation that have failed. It may be included in any
response/confirmation and shall be included if the status is equal to Pending.

9.1.4.1.11 Number of Warning Sub-Operations

This specifies the number of C-STORE sub-operation invoked by this C-MOVE operation that generated Warning responses. It may
be included in any response/confirmation and shall be included if the status is equal to Pending.

9.1.4.2 C-MOVE Service Procedures

The following C-MOVE service procedures apply to the invoking DIMSE-service user:

a. The invoking DIMSE-service-user requests a performing DIMSE-service-user to match an Identifier against the Attributes of all
SOP Instances known to the performing DIMSE-service-user and generate a C-STORE sub-operation for each match. This request
is made by issuing a C-MOVE request primitive to the DIMSE-service-provider. If the request is rejected by the DIMSE-service-
provider, the following procedures do not apply.

b. Atany time before receiving a C-MOVE confirmation primitive with status unequal to Pending, the invoking DIMSE-service-user
may request the performing DIMSE-service-user to cancel the service by issuing a C-MOVE cancel request primitive to the
DIMSE-service-provider.

c. The invoking DIMSE-service-user may receive C-MOVE confirmation primitives with status of Pending during the processing of
the C-MOVE operation.

d. The invoking DIMSE-service-user receives a final C-MOVE confirmation primitive.
Note
in the above procedures, (c) may precede (b).

The following C-MOVE service procedures apply to the performing DIMSE-service-user:

a.  When the performing DIMSE-service-user receives a C-MOVE indication from the DIMSE-service-provider it matches the Identi-
fier against the Attributes of known composite SOP Instances and generates a C-STORE sub-operation for each match.

b. Atany time following the C-MOVE indication, the performing DIMSE-service-user may receive a C-MOVE cancel indication.

c. If the C-MOVE cancel indication is received before the processing of the C-MOVE request has completed, then the C-MOVE
operation is terminated; otherwise the following procedure does not apply.

d. The performing DIMSE-service-user issues a C-MOVE response with a status of Canceled to the DIMSE-service-provider to in-
dicate that the C-MOVE has been canceled. The following procedures do not apply.

e. For each matching composite SOP Instance, the C-MOVE performing DIMSE-service-user initiates a C-STORE sub-operation
on a different Association than the C-MOVE. In this sub-operation, the C-MOVE performing DIMSE-service-user becomes the
C-STORE invoking DIMSE-service-user. The C-STORE performing DIMSE-service-user may or may not be the C-MOVE invoking
DIMSE-service-user.

f.  During the processing of the C-MOVE operation, the performing DIMSE-service-user may issue C-MOVE response primitives
with a status of Pending.

g. When the C-MOVE operation completes (either in success or in failure), the performing DIMSE-service-user issues a C-MOVE
response with the status set to either Refused, Failed, or Success to the DIMSE-service-provider.

The following C-MOVE service procedures apply to the DIMSE-service-provider:
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a. When the DIMSE-service-provider receives a C-MOVE request primitive from the invoking DIMSE-service-user, it issues a C-
MOVE indication primitive to the performing DIMSE-service-user.

b. When the DIMSE-service-provider receives a C-MOVE cancel request primitive from the invoking DIMSE-service-user, it issues
a C-MOVE cancel indication to the performing DIMSE-service-user.

c. When the DIMSE-service-provider receives a C-MOVE response primitive from the performing DIMSE-service-user, it issues a
C-MOVE confirmation primitive to the invoking DIMSE-service-user.

The performing DIMSE-service-user may return a C-MOVE response primitive with the status of Failed or Refused before the entire
C-MOVE indication (Data Set) has been completely transmitted by the invoking DIMSE-service-user. A C-MOVE response primitive
with the status of Success or Warning shall not be returned until the entire C-MOVE indication has been received by the performing
DIMSE-service-user.

Note

1. Notes: Such an occurrence of a "Failed" response is often called an early failed response.

9.1.5 C-ECHO Service

The C-ECHO service is invoked by a DIMSE-service-user to verify end-to-end communications with a peer DIMSE-service-user. It
is a confirmed service.

9.1.5.1 C-ECHO Parameters

Table 9.1-5. C-ECHO Parameters

DIMSE-C Parameter Name Req/Ind Rsp/Conf
Message ID M U
Message ID Being Responded To - M
Affected SOP Class UID M U(=)
Status - M

9.1.5.1.1 Message ID

This parameter identifies the operation. It is used to distinguish this operation from other notifications or operations that the DIMSE-
service-provider may have in progress. No two identical values for the Message ID (0000,0110) shall be used for outstanding operations
or notifications.

Note

1. Inclusion of this parameter in the confirmation was permitted in previous versions of this Standard but this mode of use
is now retired. This parameter may be included in the confirmation but in such a case the invoking DIMSE-service-user
should not attach any semantic significance to this parameter.

2. The Message ID (0000,0110) is recommended to be unique within the scope of an Association, to support debug pro-
cedures.

9.1.5.1.2 Message ID Being Responded To
This parameter specifies the Message ID (0000,0110) of the request/indication to which this response/ confirmation applies.
9.1.5.1.3 Affected SOP Class UID

For the request/indication, this parameter specifies the SOP Class of the SOP Instance for the verification. It may be included in the
response/confirmation. If included in the response/confirmation, this parameter shall be equal to the value in the request/indication.
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9.1.5.1.4 Status

Indicates the status of the response. It may have any of the following values (see also Annex C):

a.

b.

Success (0000H)

Refused: SOP Class Not Supported (0122H) - Indicates that a different SOP Class than the Verification SOP Class was specified,
which was not supported.

Duplicate Invocation (0210H) - Indicates that the Message ID (0000,0110) specified is allocated to another notification or operation.

Mistyped argument (0212H) - Indicates that one of the parameters supplied has not been agreed for use on the Association
between the DIMSE-service-users.

Unrecognized Operation (0211H) - Indicates that a different SOP Class than the Verification SOP Class was specified, which
does not recognize a C-ECHO operation.

9.1.5.2 C-ECHO Service Procedures

The following C-ECHO procedures apply:

a.

The invoking DIMSE-service-user requests verification of communication to the performing DIMSE-service-user by issuing a C-
ECHO request primitive to the DIMSE-service-provider.

The DIMSE-service-provider issues a C-ECHO indication primitive to the performing DIMSE-service-user.

The performing DIMSE-service-user verifies communication by issuing a C-ECHO response primitive to the DIMSE-service-
provider.

The DIMSE-service-provider issues a C-ECHO confirmation primitive to the invoking DIMSE-service-user, completing the C-
ECHO operation.

9.2 Sequencing

9.2.1 Types of Services

All operation and notifications shall be confirmed services.

9.2.2 Usage Restrictions

These services may only be invoked within the context of an established Association.

9.2.3 Disrupted Procedures

These services do not disrupt any other service procedure.

9.2.4 Disrupting Procedures

These services are disrupted by the A-ABORT service procedure.

9.3 Protocol

This section specifies the protocol necessary to perform the set of DIMSE-C operations. The Value Representations (VR) specified
in the following tables shall be encoded as defined in PS3.5.

9.3.1 C-STORE Protocol

The information necessary for the C-STORE request and indication DIMSE-C primitives are conveyed in the C-STORE-RQ Message.
The information necessary for the C-STORE response and confirmation DIMSE-C primitives are conveyed in the C-STORE-RSP
Message.
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9.3.1.1 C-STORE-RQ

The C-STORE-RQ Message contains fields as defined in Table 9.3-1. Each field shall conform to DICOM encoding and Value Rep-
resentation as defined in PS3.5. Fields are required as specified in the C-STORE service definition unless otherwise noted in Table 9.3-
1. Fields not specified in the C-STORE service definition but present in Table 9.3-1 are required by the DIMSE-C protocol.

Table 9.3-1. C-STORE-RQ Message Fields

Message Field Tag VR VM Description of Field

Command Group Length (0000,0000) UL 1 The even number of bytes from the end of the value field
to the beginning of the next group.

Affected SOP Class UID (0000,0002) ul 1 SOP Class UID of the SOP Instance to be stored.

Command Field (0000,0100) us 1 This field distinguishes the DIMSE-C operation conveyed
by this Message. The value of this field shall be set to
0001H for the C-STORE-RQ Message.

Message ID (0000,0110) us 1 Implementation-specific value. It distinguishes this
Message from other Messages.

Priority (0000,0700) us 1 The priority shall be set to one of the following values:
LOW = 0002H
MEDIUM = 0000H
HIGH = 0001H

Command Data Set Type (0000,0800) us 1 This field indicates that a Data Set is present in the
Message. It shall be set to any value other than 0101H
(Null).

Affected SOP Instance UID (0000,1000) ul 1 Contains the UID of the SOP Instance to be stored.

Move Originator Application (0000,1030) AE 1 Contains the DICOM AE Title of the DICOM AE that

Entity Title invoked the C-MOVE operation from which this C-STORE
sub-operation is being performed.

Move Originator Message ID (0000,1031) us 1 Contains the Message ID (0000,0110) of the C-MOVE-RQ
Message from which this C-STORE sub-operations is being
performed.

Data Set (no tag) - - Application-specific Data Set.

Note

The contents of Composite Information Object Definitions, encoded as a series of Data Elements, are defined in PS3.3 and
PS3.4

9.3.1.2 C-STORE-RSP

The C-STORE-RSP Message contains fields as defined in Table 9.3-2 and in Annex C. Each field shall conform to DICOM encoding
and Value Representation as defined in PS3.5 of the DICOM Standard. Fields are required as specified in the C-STORE service
definition unless otherwise noted in Table 9.3-2. Fields not specified in the C-STORE service definition but present in Table 9.3-2 are
required by the DIMSE-C protocol.

Table 9.3-2. C-STORE-RSP Message Fields

Message Field Tag VR VM Description of Field
Command Group Length (0000,0000) UL 1 The even number of bytes from the end of the value field
to the beginning of the next group.
Affected SOP Class UID (0000,0002) ul 1 Contains the SOP Class of the SOP Instance stored.
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Message Field Tag VR VM Description of Field

Command Field (0000,0100) us 1 This field distinguishes the DIMSE-C operation conveyed
by this Message. The value of this field shall be set to
8001H for the C-STORE-RSP Message.

Message ID Being (0000,0120) us 1 Shall be set to the value of the Message ID (0000,0110)
Responded To field used in associated C-STORE-RQ Message.
Command Data Set Type (0000,0800) us 1 This field indicates that no Data Set is present in the
Message and shall be set to a value of 0101H (Null).
Status (0000,0900) us 1 The value of this field depends upon the status type.

Annex C defines the encoding of the status types defined
in the service definition.

Affected SOP Instance UID (0000,1000) ul 1 Contains the UID of the SOP Instance stored.

9.3.1.3 C-STORE Protocol Procedures

The C-STORE procedures are initiated by the invoking DIMSE-service-user issuing a C-STORE request primitive. On receipt of the
C-STORE request primitive the DIMSE-C protocol machine shall:

+ construct a Message conveying the C-STORE-RQ
+ send the Message using the P-DATA request service (see 8.1)

On receipt of a Message conveying a C-STORE-RQ the DIMSE-C protocol machine shall issue a C-STORE indication primitive to
the performing DIMSE-service-user.

On receipt of the C-STORE response primitive, issued by the performing DIMSE-service-user, the DIMSE-C protocol machine shall:
» construct a Message conveying the C-STORE-RSP
+ send the Message using the P-DATA request service (see 8.1)

On receipt of a Message conveying a C-STORE-RSP the DIMSE-C protocol machine shall issue a C-STORE confirmation primitive
to the invoking DIMSE-service-user, thus completing the C-STORE procedure.

The performing DIMSE-service-user may return a C-STORE-RSP with the status of Failed or Refused before the complete C-STORE-
RQ request Message has been completely transmitted by the invoking DIMSE-service-user (this is called an early failed response).
Upon receipt of this Failed or Refused C-STORE-RSP the invoking DIMSE-service-user may terminate the Message before it is
completely sent (i.e., set the Last Fragment bit to 1 in a Data PDV for this Message, see Annex F). Following this, it may invoke an-
other operation or notification. It is a protocol violation for an invoking DIMSE-service-user to set the Last Fragment bit to 1 before a
C-STORE-RQ Message has been completely transmitted if it has not received a Failed or Refused C-STORE-RSP to that request.

Note

When an Association is operating in asynchronous mode, it is possible for an invoking DIMSE-service-user to transmit sev-
eral Messages before a response. Therefore, while sending a Message it may receive a response to a previously transmitted
Message. In this case this response is not an early failed response because the related Message has already been sent.

9.3.2 C-FIND Protocol

The information necessary for the C-FIND request and indication DIMSE-C primitives are conveyed in the C-FIND-RQ Message. The
information necessary for the C-FIND response and confirmation DIMSE-C primitives are conveyed in the C-FIND-RSP Message.
The information necessary for the C-FIND Cancel Request and Cancel Indication primitives are conveyed in the C-CANCEL-FIND-
RQ Message.

9.3.2.1 C-FIND-RQ

The C-FIND-RQ Message contains fields as defined in Table 9.3-3. Each field shall conform to DICOM encoding and Value Repres-
entation as defined in PS3.5. Fields are required as specified in the C-FIND service definition unless otherwise noted in Table 9.3-3.
Fields not specified in the C-FIND service definition but present in Table 9.3-3 are re