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Notice and Disclaimer

The information in this publication was considered technically sound by the consensus of persons engaged in the development and
approval of the document at the time it was developed. Consensus does not necessarily mean that there is unanimous agreement
among every person participating in the development of this document.

NEMA standards and guideline publications, of which the document contained herein is one, are developed through a voluntary
consensus standards development process. This process brings together volunteers and/or seeks out the views of persons who have
an interest in the topic covered by this publication. While NEMA administers the process and establishes rules to promote fairness
in the development of consensus, it does not write the document and it does not independently test, evaluate, or verify the accuracy
or completeness of any information or the soundness of any judgments contained in its standards and guideline publications.

NEMA disclaims liability for any personal injury, property, or other damages of any nature whatsoever, whether special, indirect,
consequential, or compensatory, directly or indirectly resulting from the publication, use of, application, or reliance on this document.
NEMA disclaims and makes no guaranty or warranty, expressed or implied, as to the accuracy or completeness of any information
published herein, and disclaims and makes no warranty that the information in this document will fulfill any of your particular purposes
or needs. NEMA does not undertake to guarantee the performance of any individual manufacturer or seller's products or services by
virtue of this standard or guide.

In publishing and making this document available, NEMA is not undertaking to render professional or other services for or on behalf
of any person or entity, nor is NEMA undertaking to perform any duty owed by any person or entity to someone else. Anyone using
this document should rely on his or her own independent judgment or, as appropriate, seek the advice of a competent professional
in determining the exercise of reasonable care in any given circumstances. Information and other standards on the topic covered by
this publication may be available from other sources, which the user may wish to consult for additional views or information not covered
by this publication.

NEMA has no power, nor does it undertake to police or enforce compliance with the contents of this document. NEMA does not cer-
tify, test, or inspect products, designs, or installations for safety or health purposes. Any certification or other statement of compliance
with any health or safety-related information in this document shall not be attributable to NEMA and is solely the responsibility of the
certifier or maker of the statement.
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Foreword

This DICOM Standard was developed according to the procedures of the DICOM Standards Committee.
The DICOM Standard is structured as a multi-part document using the guidelines established in [ISO/IEC Directives, Part 2].
PS3.1 should be used as the base reference for the current parts of this standard.

DICOM® is the registered trademark of the National Electrical Manufacturers Association for its standards publications relating to di-
gital communications of medical information, all rights reserved.

HL7® and CDA® are the registered trademarks of Health Level Seven International, all rights reserved.

SNOMED®, SNOMED Clinical Terms®, SNOMED CT® are the registered trademarks of the International Health Terminology
Standards Development Organisation (IHTSDO), all rights reserved.

LOINC® is the registered trademark of Regenstrief Institute, Inc, all rights reserved.
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1 Scope

This standard specifies a web-based service for accessing and presenting DICOM (Digital Imaging and Communications in Medicine)
objects (e.g., images, medical imaging reports). This is intended for distribution of results and images to healthcare professionals. It
provides a simple mechanism for accessing a DICOM object, through HTTP/HTTPS protocol, using DICOM UIDs (Unique Identifiers).
Data may be retrieved either in a presentation-ready form as specified by the requester (e.g., JPEG or GIF) or in a native DICOM
format. It does not support facilities for web searching of DICOM images. This standard relates only to DICOM Objects (not to non-
DICOM objects). Access control beyond the security mechanisms generally available to web applications is outside the scope of this
standard.
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2 Conformance

Systems claiming conformance to this standard shall function in accordance with all its mandatory sections.
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3 Normative References

The following normative documents contain provisions that, through reference in this text, constitute provisions of this part of DICOM.
For dated references, subsequent amendments to, or revisions of, any of these publications do not apply. However, parties to
agreements based on this part of DICOM are encouraged to investigate the possibility of applying the most recent editions of the
normative documents indicated below. For undated references, the latest edition of the normative document referred to applies.
Members of ISO and IEC maintain registers of currently valid International Standards.

3.1 International Organization for Standardization (ISO) and International
Electrotechnical Commission (IEC)

[ISO/IEC Directives, Part 2] ISO/IEC. 2016/05. 7.0. Rules for the structure and drafting of International Standards. http://www.iec.ch/
members_experts/refdocs/iec/isoiecdir-2%7Bed7.0%7Den.pdf .

[ISO/IEC 2022] ISO/IEC. 1994. Information technology - Character code structure and extension techniques.

[ISO/IEC 10918-1] ISO/IEC. 1994. JPEG Standard for digital compression and encoding of continuous-tone still images. Part 1 -
Requirements and implementation guidelines.

[ISO/IEC 10646] ISO/IEC. 2003. Information Technology - Universal Multiple-Octet Coded Character Set (UCS). ISO/IEC 10646-
2003 is the same as Unicode Version 4.0, available at http://unicode.org .

[IEC 61966-2.1] IEC. 1999. Ed 1.0 as amended by Amendment A1:2003. Multimedia systems and equipment - colour measurement
and management - Part 2.1: colour management - Default RGB colour space - sRGB.

3.2 Internet Engineering Task Force (IETF)

[RFC822] IETF. August 1982. Standard for ARPA Internet Text Messages. http://tools.ietf.org/html/rfc822 .
[RFC1945] IETF. May 1996. Hypertext Transfer Protocol Version 1.0 (HTTP/1.0) . http://tools.ietf.org/html/rfc1945 .

[RFC2045] IETF. November 1996. Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Message Bodies.
http://tools.ietf.org/html/rfc2045 .

[RFC2046] IETF. November 1996. Multipurpose Internet Mail Extensions (MIME) Part Two: Media Types. http://tools.ietf.org/html/
rfc2046 .

[RFC2387] IETF. August 1998. The MIME Multipart/Related Content-type. http://tools.ietf.org/html/rfc2387 .
[RFC2818] IETF. May 2000. HTTP Over TLS. http://tools.ietf.org/html/rfc2818 .
[RFC2978] IETF. October 2000. IJANA Charset Registration Procedures. http://tools.ietf.org/html/rfc2978 .

[RFC3240] IETF. February 2002. Digital Imaging and Communications in Medicine (DICOM) - Application/dicom MIME Sub-type
Registration. http://tools.ietf.org/html/rfc3240 .

[RFC3986] IETF. Uniform Resource Identifiers (URI): Generic Syntax. http://tools.ietf.org/html/rfc3986 .

[RFC4627] IETF. July 2006. The application/json Media Type for JavaScript Object Notation (JSON). http://tools.ietf.org/html/rfc4627

[RFC5234] IETF. January 2008. Augmented BNF for Syntax Specifications: ABNF. http://tools.ietf.org/html/rfc5234 .
[RFC6365] IETF. September 2011. Terminology Used in Internationalization in the IETF. http://tools.ietf.org/html/rfc6365 .
[RFC6455] IETF. December 2011. The WebSocket Protocol. http://tools.ietf.org/html/rfc6455 .

[RFC6570] IETF. March 2012. URI Template. http://tools.ietf.org/html/rfc6570 .
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[RFC6838] IETF. January 2013. Media Type Specifications and Registration Procedures. http://tools.ietf.org/html/rfc6838 .

[RFC7230] IETF. June 2014. Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing. http://tools.ietf.org/html/rfc7230

[RFC7231] IETF. June 2014. Hypertext Transfer Protocol (HTTP/1.1): Semantics and Content. http://tools.ietf.org/html/rfc7231 .
[RFC7232] IETF. June 2014. Hypertext Transfer Protocol (HTTP/1.1): Conditional Requests. http://tools.ietf.org/html/rfc7232 .
[RFC7233] IETF. June 2014. Hypertext Transfer Protocol (HTTP/1.1): Range Requests. http://tools.ietf.org/html/rfc7233 .
[RFC7234] IETF. June 2014. Hypertext Transfer Protocol (HTTP/1.1): Caching. http://tools.ietf.org/html/rfc7234 .

[RFC7235] IETF. June 2014. Hypertext Transfer Protocol (HTTP/1.1): Authentication. http://tools.ietf.org/html/rfc7235 .

[RFC7236] IETF. June 2014. Initial Hypertext Transfer Protocol (HTTP) Authentication Scheme Registrations. http://tools.ietf.org/
html/rfc7236 .

[RFC7237] IETF. June 2014. Initial Hypertext Transfer Protocol (HTTP) Method Registrations. http://tools.ietf.org/html/rfc7237 .
[RFC7405] IETF. December 2014. Case-Sensitive String Support in ABNF. http://tools.ietf.org/html/rfc7405 .

[RFC7540] IETF. May 2015. Hypertext Transfer Protocol Version 2 (HTTP/2). http://tools.ietf.org/html/rfc7540 .

3.3 Health Level Seven (HL7)

[HL7 CDA R2] ANSI/HL7. 2005. HL7 Version 3 Standard: Clinical Document Architecture Framework, Release 2. http://www.hl7.org/
documentcenter/private/standards/cda/r2/cda_r2_normativewebedition2010.zip .

3.4 Other References

[IHE ITI TF-2x Appendix V] IHE. . . IT Infrastructure Technical Framework - Web Services for IHE Transactions. http://www.ihe.net/
uploadedFiles/Documents/ITI/IHE_ITI_TF_Vol2x.pdf .

[WADL] W3C. 31 August 2009. . Member Submission - Web Application Description Language. http://www.w3.org/Submission/wadl/
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4 Terms and Definitions

For the purposes of this part of DICOM, the following terms and definitions apply.

Accept Query Parameter

Acceptable Character Sets
Acceptable Media Types

BulkDataURI

Bulk Data Media Type

DICOM Media Type

Charset Query Parameter

DICOM Object

DICOM Resource Categories

HTTP

HTTPS

Origin-Server

Rendered Media Type

Selected Character Set
Selected Media Type
User-Agent

Web Access to DICOM Objects

A query parameter that specifies one or more media types acceptable for the representation(s)
contained in the response. See Section 6.1.1.5.

One or more character sets acceptable to the user agent in the response. See Section 6.1.2.1.
One or more media type acceptable to the user agent in the response. See Section 6.1.1.4.

A Uniform Resource Identifier in accordance with RFE3986[RFC3986] that identifies an
octet-stream representing the value of a DICOM attribute.

Note

The octet-stream does not include the Attribute Tag, Value Representation, or Attribute
Length. For the value of a frame of a Pixel Data attribute encoded in a compressed
Transfer Syntax, it does not include the Basic Offset Table and Data Stream Fragment
Item tags and lengths.

A media type in which bulk data (such as Pixel Data) extracted from DICOM instances is encoded.
See Section 6.1.1.8.

A media type in which DICOM instances are encoded. See Section 6.1.1.8.

A query parameter that specifies one or more character sets for the representation(s) contained
in the response. See Section 6.1.2.2.

An instance of a data object as defined by PS3.3 that has been allocated an unique identifier in
the format specified for SOP Instance UID in PS3.3 and has been chosen as an object to be
saved securely for some period of time. Within the DICOM Standard, a DICOM Object is referred
to as a Composite Service Object Pair (SOP) Instance.

A set of categories for the content of DICOM SOP Instances. Examples include images, video,
and text. See Section 6.1.1.2.

The term HTTP as used in this Standard means the Hypertext Transport Protocol versions 1.0,
1.1 or 2. See [RFC1945], [RFC7230] and [RFC7540].

The term HTTPS as used in this Standard means the Hypertext Transport Protocol Secure
versions 1.0, 1.1 or 2. See [RFC2818] and [RFC7230].

See [RFC7230] Section 2.1 Client/Server Messaging.

A non-DICOM media type into which DICOM instances may be transformed in order to display
them using commonly available non-DICOM software, for example browsers. See Section 6.1.1.3.

The character sets selected by the origin server for the response payload. See Section 6.1.2.4.
The media type selected by the origin server for the response payload. See Section 6.1.1.7.
See [RFC7230] Section 2.1 Client/Server Messaging.

A service enabling the user agent to retrieve DICOM Objects managed by an origin serven,
through HTTP/HTTPS protocol.
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5 Symbols and Abbreviated Terms

DICOM Digital Imaging and Communications in Medicine
HL7 Health Level Seven

HTML HyperText Markup Language

HTTP HyperText Transfer Protocol

HTTPS HyperText Transfer Protocol Secure

IHE Integrating the Healthcare Enterprise
MIME Multipurpose Internet Mail Extensions
| mMTom

QIDO-RS Query based on ID for DICOM Objects by RESTful Services

REST Representational State Transfer

RESTful A RESTful Web service is a Web service implemented using REST architecture and HTTP (see http://www.ics.uci.edu/
~fielding/pubs/dissertation/fielding_dissertation.pdf)

| seAr
SOP Service Object Pair
sRGB A standard RGB color space defined in [IEC 61966-2.1].

STOW-RS STore Over the Web by RESTful Services

uiD Unique (DICOM) Identifier

UPS-RS Unified Procedure Step by RESTful Services

URL/URI  Uniform Resource Locator / Identifier

UTF-8 Unicode UTF-8 character set defined in [ISO/IEC 10646].
WADL Web Application Description Language

WADO-RS Web Access to DICOM Objects by RESTful Services

WADO-URI Web Access to DICOM Objects by URI

| WADO-WS Web-Access to-DICOM-Objects-by-Web-Services(WS*)

| ws YWeb-Services
XML eXtensible Markup Language

| xoP XML-binary Optimized Packaging
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6 Data Communication Requirements

DICOM Web Services use the HTTP and HTTPS protocols as its transport medium. Web Services supports versions 1.0, 1.1 and 2
of the protocol. If an origin server supports version 2, it shall also support version 1.1. If an origin server supports version 1.1, it shall
also support version 1.0.

Itis recommended that user agents that want to use HTTP/2 first initiate an HTTP/1.1 connection to the origin server and then upgrade
to HTTP/2. If the upgrade fails then the user agent can still use the HTTP/1.1 connection. [RFC7540] Section 3 explains how to initiate
HTTP/2 connections.

6.1 Interaction

‘eb Client] Web Enabled
System DICOM Server

I:] 1. Object(s) request (GET HTTP Request)

D 2. Object(s) send (HTTP Response to the GET Request) D

Figure 6-1. Interaction Diagram
The interaction shall be as shown in Figure 6-1.
Multiple communications modes are possible:

* URI based using HTTP Get: WADO-URI request

» RESTful Services (RS) using HTTP Get: WADO-RS, either:
a. DICOM Requester (Retrieve Study, Series, or Instance DICOM Objects)
b. Frame Pixel Data Requester (Retrieve Instance Frame Pixel Data)
c. Bulk Data Requester (Retrieve Study, Series, Instance Bulk Data)
d. Metadata Requester (Retrieve Study, Series, Instance Metadata)
+ RESTful Services (RS) using HTTP Get: QIDO-RS:
a. Query Requester (Search for Study, Series or Instance DICOM Objects)
» RESTful Services (RS) using HTTP POST: STOW-RS, either:
a.